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OS 4.0 - other features (@Q = | Aviance

Deep sleep for TR-76D modules — consumption < 100 nA
Longer RF range of LP mode — the same like for STD mode

Improved FRC

e 1B FRC downloads data from 63 Nodes
e 2B FRC downloads data from 31 Nodes

Device cloning canceled — access password used

DPA demo canceled, Coordinator/Node as a one device canceled

IQMESH examples removed from Startup Package — The only way for IQMESH is DPA.
Basic IQRF header file template-basic.h renamed to IQRF.h

0S 4.00D is not interoperable with OS 3.08D

User OS upgrade to version 4.00D is possible, downgrade back to OS 3.08D is not possible

IQRF IDE 4.40 and DPA 3.00 required
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Three different protections based on AES-128:
* Access encryption

* Bonding

* CATS services

* Network backup and restore
* Networking encryption

* User encryption



Passwords and keys (TQR= | Atiance

* Compromising of keys - security problems.
* IQRF OS minimizes manipulation with network and access keys.
* Keys are generated from respective passwords.

* Network password
* generated randomly with high entropy

* delivered encrypted to devices



Passwords and keys
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Advantages

User takes care about the passwords, not about keys.

The keys are modified by embedded hash functions.

No simple direct relationship between passwords and keys increases the security.

The keys are generated dynamically, varying in time.

The relationship between passwords and keys are different in different networks.

Breaking the keys in one network has no impact on other networks



Access Encryption
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Access encryption
* Bonding
* CATS services

* Network backup and restore

Data exchanged during bonding are encrypted!
AES-128 with 16 B key and standard CBC mode
Access Password can be set by:

* TR Configuration

* new OS function: setAccessPassword()



Networking encryption (TQR= | Atiance

* IQRF networks — encryption done by OS.
*  Only systems with valid Network password are allowed.

* AES-128 with 16 B long keys + proprietary CDC algorithm.

* Every TR has a unique random 192 b password

*  128b network key derived from the coordinator 192 b password

* The network password is passed to Nodes encrypted by Access encryption
* User - no care about the Networking encryption and password distribution

* Integrity check.



User encryption
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Optional encryption of payload data (either
networking or non-networking)

Fully under user’s control
User key specified by the user

Only cipher texts are transferred — information
content not readable without user key

User encryption/decryption can be performed
outside TR.

New OS functions:

* setUserKey()
* encryptBufferRF(blocks)
* decryptBufferRF(blocks)

TR Configuration H
File: my_config <::I j] H l!ﬂ u Q DPA version: 3.XX v
0s HWP 1) Security Description
Access Password
Input format: |ASCI ~
Passwiord: ||||||||||||| e 2 a
Password strength: Strong 11/16
[] user Key
Input format:
Key: '
0/16
L Blank entry leaves the value default.
For upload only. [ Show passwords
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Block checksums

CRC-16 IBM

Network encryption shield AES-128 Packet

\ 4
User’s encryption shield AES-128



Security
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Encrypted outside
IQRF network
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in user application :
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IQRF TX

RFTXpacket() l Encrypted automatically by OS

RFRXpacket() l Decrypted automatically by OS

Decrypted by OS function
ﬁ‘erRF(n) in user application :

Decrypted outside
Deflypt | orF network

decrypt

User encryption — User key
Provided by user

Network password 192 b
) Provided by factory (for Coordinator
Delivered encrypted during bonding (for Node l,

. Network keys
Network encryption

Network password 192 b
Provided by factory (for Coordinator
Delivered encrypted during bonding (for Node l,

Network keys
Network decryption

User decryption — User key
Provided by user
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Access Encryption

*  Access Password 128b - set by TR configuration or by setAccessPassword function in the C code

* bonding
* device restore - Coordinator/Node exchange in the network

e DPA Service Mode authorization

Networking Encryption

* automatic encryption of networking packets by AES-128 with 16 B long keys and additional proprietary CDC (Cipher
Data chaining) algorithm

* Every IQRF transceiver is equipped with a 192 b long unique fully random password individually generated at the
factory. The 128 b networking keys are derived from the password of the Coordinator.

User Encryption
* possibility of user encrypting by AES-128 (set by TR configuration or by setUserKey function in the C code)

* new OS functions: encryptBufferRF and decryptBufferRF
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loT Starter Kit (FQR: | Aniance

IQRF IOT-STARTER-KIT

10T Services (Management/Deployment/Analytics)
Partner Dashbeards (Optional extensions) Service PC
Microsoft RehiveTech Ubiworx Resin |QRE IDE
Azure D
uDP
TP
MQTT
IQRF GW AAEON UP board
UbiLinux
Ubuntu
Yocto Partners and 3rd Party Local APPs (Optional extensions)
(RehiveTech client, Ubiworx client, Resin docker system,
Jotio Node-RED APPs, Mosquitto braker, Web server)

IQRF UDP IQRF |SON IQRF JSON
Communication
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JsoN/simple/ Serializer(s)
IMessaging Iserializer
IDaemon Defaulty Service(s) |
IScheduler

|QRF Daemon | Scheduler | Component(s)
d: git
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IQRF Mesh
Network

https://github.com/iqrfsdk/iot-starter-kit
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Useful links
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e Start-up package

. 0S 4.0 Security white paper

* IQRF SDK (github)

e New videos:

e How to upgrade IQRF OS

e  How to make a network with IQRF OS 4.0

e  Custom DPA Handlers for loT Starter Kit

* Standard websites:

e www.iqgrf.org

e www.igrfalliance.org

* |QRF Summit 2017
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Demonstration (§QR= | Aniance

*  OSupgrade
*  Configuration: Access Password (+ User Key)
* Bonding with Access Password
*  Back up & Restore with Access Password
* loT Starter Kit macros
* CATS
* Scanner
*  OTA Connectivity with Access Password

. OTA Restore



(fQ R | Aniance .




